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Credits: NBC News, WSJ

So Far in 2022

Theft of confidential data from Nvidia and Samsung
Attacks on Microsoft and Okta
Ransomware attack on Brazil’s Ministry of Health



https://en.wikipedia.org/wiki/List_of_data_breaches

Major Data Breaches



Computer Security

Understanding and improving the behavior of
computing technologies in the presence of adversaries

Target (victim)
computing systems

Attackers Defenders:
designers, developers, 
engineers, lawyers, etc.



Instructor: Vitaly Shmatikov

TA: Marina Bohuk
◦ Office hours: Mondays 11a-12p

Course website: https://cs5435.github.io/
◦ Reading materials, lecture notes

Slack for discussions and Q&A

Canvas for assignments

Course Personnel



Required: working knowledge of C and JavaScript
◦ Security is a contact sport!
◦ Homeworks will involve Web security and writing buffer overflow attacks in C

Required: detailed understanding of x86 architecture and memory 
management (stack layout, calling conventions, etc.)

Recommended: 
Operating Systems; Compilers; Computer Networks; Cryptography
◦ Not much overlap with this course, but will help gain deeper understanding of 

security mechanisms and where they fit in the big picture

Prerequisites



DO NOT TAKE THIS COURSE 
IF YOU ARE NOT COMFORTABLE 

PROGRAMMING IN C AND JAVASCRIPT



TECH 5270 studio module in the spring (8 lectures)

Just the basics
◦ Dos and don'ts of computer security and privacy

◦ Human factors in security
◦ Basics of user authentication
◦ Basics of network and mobile security

◦ Cybercrime and ransomware
◦ Ethical data collection and data privacy

◦ Security and privacy by design
◦ Industry perspectives

Consider an Alternative!

Not very technical!



Four programming projects (15% each)

Two take-home exams (15% each)

Attendance and participation (10%)

Cornell University Code of Academic Integrity will be strictly enforced

Grading



Can work with one partner, if you want to

Collaboration policy
◦ No collaboration with people outside team
◦ Using the web for general information is encouraged
◦ Googling for answers to questions is not

Need access to virtualization software (e.g., VirtualBox), 
will help you setup in Homework 1

Cheating such as plagiarizing homework answers or 
copying code will trigger disciplinary actions

Homeworks / Projects



Late Submission Policy

Each assignment is due at 11:59p ET on the due date

You have 3 late days to use any way you want
◦ You can submit one assignment 3 days late, 3 assignments 1 day late, etc.
◦ After you use up your days, you get 0 points for each late assignment
◦ Partial days are rounded up to the next full day

11



No textbook

Occasional readings (see course website)

Lectures will cover some material that is not in the notes or readings –
and you will be tested on it!

Course Materials



Ross Anderson’s “Security Engineering”
◦ Focuses on design principles for secure systems

◦ Many entertaining examples: banking, nuclear command and control, burglar alarms

“The Shellcoder’s Handbook”
◦ Practical how-to manual for hacking attacks (somewhat obsolete)

◦ May be useful for the buffer overflow project

Kevin Mitnick’s “The Art of Intrusion”

◦ Real-world hacking stories
◦ Good illustration for many concepts in this course

A Few Old (but Still Relevant) Books



Understand the system’s security goals
Learn to spot security vulnerabilities

Think through how attacks would play out
Understand and deploy countermeasures

Learning Objectives



?



U.S. Privacy Policies and Notices
• Wells Fargo U.S. Consumer Privacy Notice
• California Consumer Privacy Act Notice
• Digital Privacy and Cookies Policy
• Wells Fargo Retail Services Privacy Notice (PDF)
• Wells Fargo Bank, N.A. Dillard’s Privacy Notice (PDF)
• Health Information Notice
• Social Security Number Protection Policy

Legal Terms
• ESIGN Consent
• General Terms of Use
• Online Access Agreement

International Privacy Notice
+ special sets of notices for Australia, Canada, EU, 

New Zealand, South Korea

International Non-Employee Privacy Notices
+ special notices for Canada, EU, South Korea

Global Data Access



What Do You Think Should Be Included in 
“Privacy and Security” for an E-commerce website?

?



Desirable 
Properties

Authenticity

Confidentiality

Integrity

Availability

Accountability and non-repudiation

Access control

Privacy of collected information

…



Correctness vs. Security

Correctness

System satisfies specification

Security

System properties preserved in 
face of attack

For unreasonable input, output not 
completely disastrous

Main difference: 
active interference from an adversary

For reasonable input, get 
reasonable output

Modular design may increase vulnerability! 
Abstraction is difficult to achieve in security: what if the 
adversary operates below your level of abstraction?
… but also increase security (small TCB)



A Security Engineer’s Mindset

Credit:
Bruce Schneier



Ken Thompson

ACM Turing Award, 1983



What code can we trust?

Consider "login" or "su" in Unix
◦ Is Ubuntu binary reliable?  RedHat?
◦ Does it send your password to someone?
◦ Does it have backdoor for a “special” remote user?

Can't trust the binary, so check source code or write your own, recompile

Does this solve problem?

Reflections on Trusting Trust

http://www.acm.org/classics/sep95



Who wrote the compiler?

Compiler looks for source code that looks the login process, 
inserts backdoor into it

Ok, inspect the source code of the compiler…  Looks good?  
Recompile the compiler!

Does this solve the problem?

Reflections on Trusting Trust

http://www.acm.org/classics/sep95



The compiler is written in C …
compiler(S) {

if (match(S, "login-pattern")) {

compile (login-backdoor)

return }

if (match(S, "compiler-pattern")) {

compile (compiler-backdoor)

return }

.... /* compile as usual */ }

Reflections on Trusting Trust

http://www.acm.org/classics/sep95



“The moral is obvious. You can't trust code that 
you did not totally create yourself. (Especially 
code from companies that employ people like me.)”

Reflections on Trusting Trust

http://www.acm.org/classics/sep95



Network Stack

people

application

session

transport

network

data link

physical

IP

TCP

email, Web, NFS

RPC

802.11

Sendmail, FTP, NFS bugs, chosen-
protocol and version-rollback attacks

SYN flooding, RIP attacks,
sequence number prediction

IP smurfing and other
address spoofing attacks

RPC worms, portmapper exploits

WEP attacks

Only as secure as the single weakest layer… or interconnection between the layers

RF
RF fingerprinting, DoS

Phishing attacks, usability



Network Defenses

Cryptographic primitives

Protocols and policies

Implementations

Building 
blocks

Blueprints

Systems

RSA, DSS, SHA…

TLS, VPN, 
access control…

Firewalls, intrusion
detection…

All defense mechanisms must 
work correctly and securely

End usesPeople Password managers, 
company policies…



Bad News

Security often not a primary consideration
• Performance and usability take precedence

Feature-rich systems may be poorly understood

Implementations are buggy
• Buffer overflows are the “vulnerability of the decade”
• Cross-site scripting and other Web attacks
• Emerging classes of attacks: SSRF, others

Networks are more open and accessible than ever 
• Increased exposure, easier to cover tracks

Many attacks are not even technical in nature
• Phishing, social engineering, etc.



Better News

There are a lot of defense mechanisms

It’s important to understand their limitations

• “If you think cryptography will solve your problem, then 
you don’t understand cryptography… and you don’t 
understand your problem”

• Many security holes are based on a misunderstanding

Security awareness and user “buy-in” help

Other important factors: usability and economics



Vulnerabilities of modern systems and networks
◦ Phishing, credential theft, denial of service, attacks on Web applications, attacks 

on system software, attacks on infrastructure 

Defensive technologies
◦ Authentication
◦ Web and mobile security
◦ Basic cryptography, application- and transport-layer security protocols 
◦ Protection of software: memory integrity, code analysis, intrusion detection

Main Themes of the Course



Not a comprehensive course on computer security

Not a course on ethical, legal, or economic issues
◦ No file sharing, DMCA, piracy, free speech issues
◦ Little about surveillance

Only a cursory overview of cryptography

Only some issues in systems security
◦ Very little about OS access control, secure hardware, security of 

embedded devices, physical security…

What This Course Is Not About



TECH 5270 studio module in the spring (8 lectures)

Just the basics
◦ Dos and don'ts of computer security and privacy

◦ Human factors in security
◦ Basics of user authentication
◦ Basics of network and mobile security

◦ Cybercrime and ransomware
◦ Ethical data collection and data privacy

◦ Security and privacy by design
◦ Industry perspectives

Consider an Alternative!

Not very technical!



The only reason we will be 
learning about attack techniques 
is to build better defenses

Do not even think about using 
this knowledge to attack anyone

Peek at the Dark Side



When in doubt … don’t
◦ Find someone to talk to (instructor or TA)

You must have explicit written permission from the system owner before 
performing any penetration testing
◦ Homework assignments will generally be on your own system
◦ We will give explicit permission to hand us exploits to test

Rules of Thumb



◦ Full disclosure means revealing everything about a 
vulnerability including an example exploit

◦ Responsible disclosure (generally) refers to ensuring potential 
victims are aware of vulnerabilities before going public

Responsible Disclosure



◦ “31337” script kiddies

◦ Abusers / harassers / cyberstalkers

◦ “Hacktivists”  

◦ Criminals (often economically motivated)

◦ Nation-states

Who Are the Adversaries?



Metasploit
◦ All-in-one penetration testing tool

◦ Easy-to-use exploit libraries

Hacking Commoditized

Public Amazon credentials for 
AWS, S3 buckets, …
◦ Source of many recent breaches



About S3: The Story of a Hack 

https://slate.com/technology/2020/08/uber-joseph-sullivan-charged-data-breach.html

◦ 2014: Uber’s source code on GitHub accessed using stolen 
credentials… in the source code, keys to all Uber’s S3 databases

◦Mistake #1: hardcoded access credentials

◦ 2016: Uber’s driver database stolen using the same credentials

Solution: rotate keys



How Not to Handle a Data Breach

◦ 2016: Uber pays hackers $100,000 via Bitcoin as a “bug bounty”, 
covers up the hack

◦ 2019: hackers plead guilty to trying to extort Uber and LinkedIn 
in exchange for promise to delete data they stole from S3

◦ 2020: US Dept of Justice charges Uber’s former Chief Security 
Officer with obstruction of justice

https://slate.com/technology/2020/08/uber-joseph-sullivan-charged-data-breach.html



◦ “Cyberbullying”

◦Online stalkers, remote access trojan (RATs)

◦ Intimate partner violence (IPV)
◦Widespread: 1 out of 4 women, 1 out of 9 men suffer at some point in lives
◦ Tech abuse rampant: account compromise, spyware, social media 

harassment…

Abusers



“Hacktivists”



Economically Motivated Criminals



Bug bounty programs
◦ Google, Facebook, Microsoft: up to 

$20-100K per bug

Vulnerability brokers

Gray and black markets
◦ Over $1,000,000 for iOS and 

Android zero-days

Marketplace for Vulnerabilities

Source: Zerodium



Single credit card number: $4-15

Single card with magnetic track data: $12-30

“Fullz”: $25-40
◦ Full name, address, phone, email addresses (with passwords), date of birth, SSN, bank 

account and routing numbers, online banking credentials, credit cards with magnetic 
track data and PINs

Online credentials for a bank account with $70-150K balance: under $300

Prices dropped in the last 10 years, indicating supply glut

Marketplace for Stolen Data

Source: Dell SecureWorks 2013



Pay-per-install on compromised machines
◦ US: $40-120 / 1000 downloads, “global mix”: $10-12

◦ Can be used to send spam, stage denial of service 
attacks, perform click fraud, host scam websites

Botnets for rent
◦ DDoS: up to $100/hour

◦ Spam: from $1/10,000 emails

Tools and services
◦ Basic Trojans ($3-10), Windows rootkits ($300), email, 

SMS, botnet setup and support ($200/month)

Marketplace for Victims

Source: Trend Micro, “Russian Underground 2.0”, 2015



Source: Financial Times

Key enabling technology:

Removed the main 
obstacle to cybercrime: 
how to monetize?



Sabotage of Iranian nuclear program

2016 hack of Democratic National Committee

Nation-States

North Korean bank heists



EternalBlue Windows exploit
◦ Discovered by NSA, stolen and released by ”The Shadow Brokers”

WannaCry cryptoworm/ransomware used exploit to infect over 230,000 machines
◦ Origin unclear, attributed to North Korea
◦ Disrupted service at 16 hospitals in the UK, also affected FedEx, Telefonica, Russian Interior 

Ministry, Honda, …

NotPetya worm released as part of the Russia-Ukraine conflict
◦ $10 billion in damages (e.g., took Maersk - a major shipping company - offline)
◦ Cyber insurers refused to cover, claiming it was an act of war

A Brief History of WannaCry and NotPetya (2017)



Security Principles

1) Economy of mechanism
2) Fail-safe defaults
3) Complete mediation
4) Open design
5) Separation of privilege
6) Least privilege
7) Least common mechanism
8) Psychological acceptability Saltzer and Schroeder. 

The protection of information in computer systems. 
Proceedings of the IEEE, 1975



DO NOT TAKE THIS COURSE 
IF YOU ARE NOT COMFORTABLE 

PROGRAMMING IN C AND JAVASCRIPT

See readings on the 
course website to 
self-test



TECH 5270 studio module in the spring (8 lectures)

Just the basics
◦ Dos and don'ts of computer security and privacy

◦ Human factors in security
◦ Basics of user authentication
◦ Basics of network and mobile security

◦ Cybercrime and ransomware
◦ Ethical data collection and data privacy

◦ Security and privacy by design
◦ Industry perspectives

Consider an Alternative!

Not very technical!


