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Public-Key Cryptography

public key

public key private key

\

== , . <"~~~

Bob

Anyone can encrypt a message
Only someone who knows the private key can decrypt

Encryption for confidentiality Secret keys are only stored in one place

Digital signatures for authentication Only someone who knows the private key can sign
Y P Y 9

Session key establishment Exchange messages to create a secret session key

\ Then switch to symmetric cryptography (why?)




Public-Key Encryption

Key generation: computationally easy to generate a pair (public key PK, private key SK)
Encryption: given plaintext M and public key PK, easy to compute ciphertext C=Ep«(M)
Decryption: given ciphertext C=E,«(M) and private key SK, easy to compute plaintext M

o |nfeasible to learn anything about M from C without SK

o “Trapdoor” function: Decrypt(SK,Encrypt(PK,M))=M




Some Number Theory Facts

o Euler totient function ¢(n) where n>1is the number of
integers in the [1,n] interval that are relatively prime to n

o Two numbers are relatively prime if their greatest common divisor
(gcd) is T

o Euler’'s theorem:
if aeZ.* then a®W=1mod n

o Special case: Fermat’s Little Theorem

if pis prime and gcd(a,p)=1, then aP"'=1mod p




RSA Cryptosystem

Key generatlon: Rivest, Shamir, Adleman
o Generate large primes p, g and compute n=pq

o At least 2048 bits each... need primality testing!

o Note that ¢(n)=(p-1)(g-1)
o Choose small g, relatively prime to ¢(n)

o Typically, e=3 (may be vulnerable) or e=210+1=65537 (why?)
o Compute unigue d such that ed =1 mod ¢(n)
o Public key = (e,n); private key = d

Encryption of m: ¢ = m® mod n

Decryption of ¢ ¢ mod n = (m&)d mod n =m




Why RSA Decryption Works

o e-d=T1mod ¢(n)

o Thus e-d = T+k-@(n) = T+k(p-1)(g-1) for some k

o If gcd(m,p)=1, then by Fermat’s Little Theorem, mP-'=1mod p

o Raise both sides to the power k(g-1) and multiply by m, obtaining m'*®-0a-) = m mod p
o Thus med=m mod p

o By the same argument, med=m mod g

o Since p and g are distinct primes and p-g=n,

med = m mod n




Why Is RSA Secure?

RSA problem: given ¢, n=pg, and e such that gcd(e,(p-1)(g-1))=1,

find m such that me=c mod n

o That is, recover m from ciphertext c and public key (n,e) by taking e root
of ¢ modulo n

o There is no known efficient algorithm for doing this

Factoring problem: given positive integer n, find primes py, ..., P
such that n=p€1p,°2...p, ek

f factoring is easy, then RSA problem is easy, but may be possible
(believed unlikely) to break RSA without factoring n




Factoring Records

RSA-x is an RSA challenge
modulus of size x bits

Algorithm | Year Algorithm [ Time

RSA-400 1993 Quadratic 830 MIPS
sieve years

RSA-478 1994 Quadratic 5000 MIPS
sieve years

RSA-515 1999 Number- 8000 MIPS
field sieve years

RSA-768 2009 Number- ~2.5 years
field sieve

Nowadays, minimal recommended size is 2048-bit modulus
Exponentiation in Olog N), and so size impacts performance




“Textbook”

RSA Is Bad
Encryption




Integrity in RSA
Encryption

Always use standard hashing
and padding with RSA... -
better yet, use a good library
implementation

“Textbook” RSA does not provide integrity

- Given encryptions of m; and m,, attacker can create
encryption of m;-m, because (M) - (M,¢) mod n =
(My-m>)e mod n

. Attacker can convert m into mk without decrypting
because (meé)k mod n = (mk)e mod n

In practice, OAEP is used: instead of encrypting M,

encrypt M@G(r) ; rEHM®G(r))

} . ris random and fresh, G and H are hash functions

- Resulting encryption is “plaintext-aware”: infeasible to
compute a valid encryption without knowing plaintext...
assuming hash functions are “good” and the RSA
problem is hard



Session Key Establishment

\\{“Q ol Has (pk,sk) pair

C = Enc(pk,KR)

Choose fresh
symmetric key K K <- Dec(sk,C)

Server picks long-lived (pk,sk) pair; pk sent to client (how?)
Client encrypts a fresh session key K using pk and some fresh randomness R

Ciphertext C sent to server; server decrypts using sk




Forward Secrecy?

Has (pk,sk) pair

& P

Choose fresh
symmetric key K

K <- Dec(sk,C)

Record encrypted transcript

Sometime later... break in and steal sk

Can adversary recover K? Yes!

We want a key exchange protocol that provides forward secrecy: — Why?
later compromises don't reveal previous sessions.




Diffie-Hellman Protocol

Alice and Bob never met and share no secrets

Public info: p and ¢

Hellman and Diffie
° pis a large prime number, g is a generator of Z*,

o Z*={1, 2 ... p-1}; YVaeZ,* Ji such that a=g' mod p

Pick secret, random X g mod p Pick secret, random Y

g” mod p
<€
Alice Bob

Compute k=(g¥)*=g" mod p Compute k=(g¥)Y=g" mod p




Why |s Diffie-Hellman Secure?

Discrete Logarithm (DL) problem: given g mod p, hard to extract x
o There is no known efficient algorithm for doing this

o This is not enough for Diffie-Hellman to be secure!

Computational Diffie-Hellman (CDH) problem: given g* and g¥, hard to compute g mod p

o ... unless you know x ory, in which case it's easy

Decisional Diffie-Hellman (DDH) problem:

given g* and g7, hard to tell the difference between g mod p and g"mod p where r is random




Properties of Diffie-Hellman

Assuming the DDH problem is hard, Diffie-Hellman protocol is a secure key
establishment protocol against passive attackers

o Favesdropper can't tell the difference between the established key and a random value

o Can use the new key for symmetric cryptography

Need an authentication mechanism in addition to Diffie-Hellman

o Examples: TLS, IPsec

Modern implementations (eg, Signal and WhatsApp) use Elliptic-Curve Diffie-Hellman




Digital Signatures: Basic |dea

public key

public key q % P : | private key

Given: Everybody knows Bob's public key
Only Bob knows the corresponding private key

Goal: 1. To compute a signature on a message, must know the private key
2. To verify a signature, only need the public key (anyone can verify)




RSA Signatures

Public key is (n,e), private key is d

To sign message m: s = hash(m)d mod n
o Signing and decryption are the same mathematical operation in RSA

To verify signature s on message m: s mod n = (hash(m)9)® mod n = hash(m)

o Verification and encryption are the same mathematical operation in RSA

Message must be hashed and padded (why?)




Digital Signature Algorithm (DSA)

U.S. government standard (1991-94)
o Modification of the ElGamal signature scheme (1985)

Key generation:
Modern implementations use

o G te | ’ , h that g divides p-1 -
enerate large primes p, g such that g divides p elliptic-curve cryptography (ECDSA)

o 2159 <Qg< 2160/ 2511+64t <p< 2512+64t where 0<t<8
o Select heZy* and compute g=h®-/a mod p
o Select random x such 1<x<g-1, compute y=g* mod p
Public key: (p, g, g, g* mod p), private key: x

Security of DSA requires hardness of discrete log

o |f one can take discrete logarithms, then can extract x (private key) from g* mod p (public key)




DSA: Signing a Message

4

| S

r = (g“ mod p) mod g

1 )
Private key

> (r,s)is the
signature on M

Random secret k
between 0 and g

Message I\-
/

Hash function

s = k- (H(M)+x-r) mod g




DSA: Verifying a Signature

Public key

Compute
(gH(I\/I’)vv . yr'v\/ mod g mod p) mod q

Message %

\r

Signature %

o —— > Compare
w = s""mod g N

If they match, signature is valid




Why DSA Verification Works

o If (r,s) is a valid signature, then r = (g* mod p) mod g ; s =k (H(M)+x-r) mod g
o Thus H(M) = -x-r+k-s mod g

o Multiply both sides by w=s" mod g, obtain H(M)-w + x-r-w =k mod g

o Exponentiate g to both sides, obtain (g"™w *xrw = gk) mod p mod g

o In a valid signature, g mod pmod g =r, g mod p =y

o Verify ghMw.y™ =1 mod p mod g




SeC U nty Of D SA Standard security

requirements for any
digital signature scheme

Can't create a valid signature without private keyy
Can't change or tamper with signed message

It the same message is signed twice, signatures are different

o Fach signature is based in part on random secret k

Random secret k must be different for each signature!

o If k is leaked or if two messages re-use the same k, attacker can recover
the private key and forge any signature from then on




PS3 Epic Fail

Sony used ECDSA (DSA on elliptic curves) to sign authorized software
for Playstation 3 ... with the same random value in every signature

Trivial to extract master signing key and sign any homebrew software —
perfect “jailbreak” for PS3 (Dec 2010)

Q: Why didn't Sony just revoke the key?

George “Geohot” Hotz




How I Hacked my Car

The OS for the infotainment system is D-Audio2V by Hyundai Mobis,

- : : 2021 Hyundai lonig SEL
some of its source code is available y 9
While looking through the source code avilable from Mobis's site, I searched for all

files that were shell scripts. In the results I found a shell script file called

linux_envsetup.sh.

Turns out I had the zip password for the system update on my hard drive the entire
time.

cd ${UPDATE DIR}

zip -P ahgltmTkrhk2018@E

function generate_aesl28 encryption()

local FILE
local DIR=

openssl aes-128-cbc -K 2b 151628a

https.//programmingwithstyle.comyposts/howihackedmycar/




Where Do Keys Come From?

far I googled the encryption key.

Go g\e 2b7e151628aed2ababf7158809cf4f3c X  Q

Googling the key...

https://boringss|.googlesource.com > boringss! » ciphe:
crypto/cipher/test/cipher_test.txt - boringssl - Git at Google
Key = 2B7E151628AED2A6ABF7158809CF4F3C. Plaintext =

Turns out the encryption key in that script is the first AES 128bit CBC example key
listed in the NIST document SP800-38A.

F.2 CBC Example Vectors

el CBC-AES128.Encrypt
Key 2b7el51628aed2a6abf7158809cf4f3c

IV 000102030405060708090a0b0c0d0e0f

Surely Hyundai Mobis didn’t use this key and this was only used for testing, right?
>> .\openssl.exe aes-128-cbc 2b7e151628aed2a6abf7158809cfuf3c 0001602030U05060708090a0b0cOdOeOf H:\Decompi

ling\enc_system_package_098.152.211130\enc_system\enc_updateboot.img H:\Decompiling\enc_system_package_098.152.2111
30\enc_system\updateboot.img
PS C:\Program Files\OpenSSL-Winé4\bin>

No error? No, it can’t be..

https.//programmingwithstyle.comyposts/howihackedmycar/




What About Public Keys?

After searching for some keywords like “RSA” I found the public key, but no private

key.

_:] IDA View-A _t] PseudocodeE D L:] Pseudocode-D L:] Pseudocode-A _:] Pseudocode-B
0

M
s I

int rsa; //

I once again googled a part of the private key as a sanity check.

= openUpdateInfo(); Go g|e MIIBIJANBgkghkiGOWOBAQEFAAOCAQS8AMIIBCgKCAQEAy8Dbv8prpJ X Y

= ( Joperator new[](57u);
memset(s, @, sizeof(s));
if (ve ) \ I

memcpy(s, vo, si
memcpy(s,

https://gist.github.com > ggangjj

Code signing and verification with OpenSSL - GitHub

"MIIBIJANBgkqhkiGO9wWOBAQEFAAOCAQS8AMIIBCgKCAQEAy8Dbv8prpJ/0kKhIGeJY\n
0z02t60EG8L0561g13R29LVMR5hyvGZIGJpmn65+A4xHXInJYIPuKzrKUnApeLZ+\n"

https://forums.developer.nvidia.com

OpenSSL error 2406C06E - Jetson AGX Xavier - NVIDIA ..

e 1 static char publicKey[] = "—- BEGIN PUBLIC KEY--
MIIBI]ANngqthGSWOBAQEFAAOCAQBAMIIBCgKCAOEAyBDbVBper OkKhIGeJY\n
1 answer op answer: hello n3kOm4, we've try your Dec tar.gz with some changes to fix com

https://catwolf.org

Question : RSA variable encrypted length - CatWolf

| have sample program (taken from online samples) that creates RSA encryption. #include

https.//programmingwithstyle.comyposts/howihackedmycar/




RSA Encryption & Decryption Example with OpenSSL

inC

by Ravishanker Kusuma in Coding Mar 19th 2014 - 47 Comments

int main(){
char plainText[2048/8] = "Hello this is Ravi"; //key length : 2048

char publicKey[]="----- BEGIN PUBLIC KEY----- \n"\
"MIIBIJjANBgkqhkiGOwe@BAQEFAAOCAQS8AMIIBCgKCAQEAY8DbV8prpl/@kKhlGeIY\n"\
"0z02t60EG8LO561g13R29LVMRShyvGZ1GIpmn65+A4XHXInJYiPuKzrKUnApeLZ+\n"\
"vw1HocOAZtWKOz3r26uA8KQYOKX9Qt /DbCdvsFIwF8gRKOptXxIMER13NVBXVVQAP\n"\
"fc9jBInTzphOgM4JiEYVv1VBFLhg9yZovMYd6EWwf3aoXK891VQxTr/kQYoqlYp+68\n"\
" 16 T4nNg7NWC+UNVjQHXNQMQMZzU61WCX82y g3yH880AQKUXIXKFQ+NkvYQlcxaMoV\n"\
"PpY72+eVthKzpMeyHkBn7ciumk5qgLTEJAfWZpedf4eFZj/Rc8Y81j2IS5kVPjUy\n"\
"wQIDAQAB\n"\

B END PUBLIC KEY----- Xnrs

char privateKey[]="----- BEGIN RSA PRIVATE KEY----- \n"\
"MIIEowIBAAKCAQEAyY8Dbv8prpl/0kKhlGelYozo2t60EG8LO561g13R29LVMRShy\n"\
"vGZ1GIpmn65+A4xHXINJYiPuKzrKUnApelLZ+vwlHocOAZtWK@z3r26uA8kQYOKX9\n"\
"Qt/DbCdvsFIwF8gRKOptx9M6R13NVBXVVQApfc9jBINTzphOgM4JiEYVIVBFLhg9\n"\
"yZovMYd6WwF3aoXK891VQxTr/kQYoqlYp+681i6TAnNG7NWC+UNVIQHXNQMQMZzUG1\n"\
"WCX82zyg3yH880AQkUXIXKFQ+NkvYQlcxaMoVPpY72+eVthKzpMeyHkBn7ciumk5g\n™\
"gLTEJAfWZpe4faeFZj/Rc8Y8Ij2IS5kVPjUywQIDAQABAOIBADhg1ulMy1hAALX8\n"\
"omz1Gn2f4AAW2a0s2cM5UDCNw1SYmj+9SRIkaxjRsE/C409swloxrgl/z6kajvee\n"\
"N/t@08Fd1VKHXAIYWF93IMoVvIpMmT8jft6AN/y3NMpivgt2inmmEIZYNioFIKZG\n"\
"X+/VKYvsVISZm2fw8NFnKvAQKSS5yu+GRWBZGOeS9K+LbYvOwcrjKhHz66mabedKd\n"\
"gVAix6NE5iwmjNXktSQLIMCjbtdNXg/x01/GakG2p/MOIHLcKfeINSFgBiXj3Qjl\n"\
"vgvjlZkhlas2KTgaP0BqZaP@3738VnYg23ISyvfT/teArVGtxrmFP7939EVIFKpF\n"\
"1wTxuDkCgYEA7tODR37zt+dEJy+5vm7zSmN97VenwQIFWMiulkHGa@yU31lLasxxu\n"\
"m@oUtndIjenIvSx6t3Y+agK2F3EPbbOAZSwWZ1plIXsdvktgeQwSSBdqcM8LZFDvZ\n"\
"uPboQnJoRdIkd62XnP5ekIEIBAfOp8v2wFpSFE7nNNH2u4CpAXNSFOHSCgYEA218D\n"\
"JIrDESm9Kkn+J41+AdGfeBL1igPF3DnuPoV67BpgiaAgI4h25U]zXiDKKoa706S0D\n"\
"4XB74z0LX11MaGPMIdh1G+SgeQfNoCS1E4ZWXNYESIH1SVERGTONBC2vtLEbXCVV\N"\
"WBkTeC5D6c¢/QXcaibywb60YyNNdpOuznKURe1xvMCgYBVYYCEjWgMuAvyferFGV+5\n"\
"nWqrS5gM+yIMFM2bEqupD/HHS LoeiMm208KIKvwSeRYzNohKTdZ7FwgZYxr8fGMoG\n"\
"PxQ1VK9DxCvZL4tRpVaUSRmknud9hg9DQG6XIbgIDR+f79sb8QjYWmcFGc1SyWOA\n"\
"SkjlykZ2yt4xnqi3BfiD9QKBgGqLgRYXmXp1QoVIBRaWUi55nzHg1XbkWZgPXvz1\n"\
"I3uMLv1jLjI1Hk3euKqTPmCOSHoApKwSHeA®/g0Bmg404xyAYITDcCidTg6hlF96\n"\
"ZBja3xApZuxqM62F6dVAFQqzFXOWWhWp5n301N33r0gR6FUumMKIzmVI1TA8tmzEF\n"\
"yINRAOGBAJqioYs8rK6eXzA8ywYLjqTLu/yQSLBn/4ta36K8DyCoLNINxSuox+A5\n"\
"w6z2vEfRVQDq4HM4vBzjdi3QfYLNkTiTqLcvgWZ+eX440gXtdTDO7 c+GeMKWz4XX\n"\
"uJSUVL5+CVjKLFZEI6QCc2WZL194xSWL71E41HAYciVnSCQxVc4Iw\n"\

Meoenn END RSA PRIVATE KEY-----

http.//hayageek.comy/rsa-encryption-decryption-openss/-¢/




Using Cryptography

Don't roll your own!

Don't try to implement
cryptographic algorithms

Do generate your own random keys!

Do use standard libraries and APls...
correctly!




