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mm \othing to remember

mm Cassive
Biometric . Nothing to type, no devices to carry around
AUthenticatiOn mm Can't share (usually)

mm Can be fairly unique

. ... if measurements are sufficiently accurate




ldentification vs. Authentication

o |dentification: associate an o Authentication: verify a claimed

identity with an event identity

o Example: a fingerprint at a crime o Example: fingerprint scanner to enter
scene a building

o Key guestion: given a particular o Key question: do there exist any two
biometric reading, does there exist persons who have the same value of
another person who has the same this biometric?
value of this biometric? o Collisions are more frequent than you

might think (birthday paradox!)




Biometrics (1)

Face recognition (by a computer algorithm)
o Error rates up to 20%, given reasonable variations in
lighting, viewpoint, expression
Fingerprints
o Traditional method for identification
o 1911: first US conviction on fingerprint evidence
o UK. traditionally requires 16-point match
o Probability of a false match is 1in 10 billion

o No successful challenges until 2000
o Fingerprint damage impairs recognition

o Ross Anderson’s scar crashes FBI scanner




The IRS website will soon require facial recognition to log in to your
account

using ID.me, a third-party service =

‘A big deal, and it's bad’: IRS facial

scanning plan raises privacy fears

Treasury Weighing Alternatives to ID.me Over
Privacy Concerns

m Taxpayers filing online had to verify identity with a selfie
m Research shows Al-driven technology suffers from racial bias




Biometrics (2)

Iris scanning

o |rises are very random (different even in the
same individual), but stable through life

o 256-byte iris code based on concentric rings
between the pupil and the outside of the iris

o Equal error rate better than 1in a million

Hand geometry

o Nuclear premises entry control

Voice, ear shape, vein pattern, face temp




Biometrics (3)

Nymi

PUT YOUR
HEART INTO IT

SAY GOODBYE TO
PASSWORDS, PINS, AND
EVEN KEYS AND CARDS.

PRE-ORDER NOW FOR $79
VISIT GETNYMI.COM

|dentifies wearer
by his/her unique
heartbeat pattern




Biometrics (4)
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"All you need
to do is sit”

"Forget Fingerprints:
Car Seat IDs Driver’s Rear End”

RS 5 P 2

360 disc-shaped sensors identify a
unigue “buttprint” with 98% accuracy

¥70,000

Advanced Institute of Industrial Technology, Japan




Biometrics (5)

I AM MORDAC, THE
PREVENTER OF INFOR—
MATION SERVICES,
AND I BRING YOU MY
NEWEST BIOMETRIC
SCANNER.

www.dilbert.com scottadams®aol.com

L

INSTEAD OF A PASS—
WORD, I PUT THIS ON
YOUR HEAD AND SQUEEZE
UNTIL YOU SCREAM IN A
WAY THAT ONLY YOU

CAN SCREAM.
\ /’
L/

11707 ©2007 Scott Adama, Inc./Dist. by UFS, Inc.

NO,
THATS

NOT

YOU

© Scott Adams, Inc./Dist. by UFS, Inc.




Behavioral Biometrics

Builds a profile of each user’s gestures:
* Angles at which the device is held
 Fingers used to swipe and tap
Every Swipe Tells a Story » Pressure applied

BioCatch delivers advanced behavioralinsights providing global o Speed O]C Scrolliﬂg

organizations with actionable intelligence to create a secure and

fctionless digitl customer journey, ... more than 2000 different interactive gestures

oLRESEEAE
:3: BioCatch  whatwepo v HowweDolt v WhyBioCatch  Resot

NuData Security

‘ mastercard F@RTER

‘0\
“ BehavioSec

Continuous Authentication. typingdna




Profiles on 70 million individuals (2018)

<3:BioCatch <

Protection that ER
Never Sleeps

KEYSTROKE MOVEMENT
Speed, Shortcuts and Advanced Keys

' ' . , O ANALYZE
BioCatch continuously monitors a user’s PATTERNS IN

Press Size, Area and Pressure

physical and cognitive digital behavior, HUMAN @ i —h——..

analyzing thousands of interactions per
session to distinguish between genuine
users and cybercriminals. ® DEVICE MOVEMENT

Gyro, Orientation and Scrolling

Sometimes elicits reaction from the user: speeds up the selection
wheel for data like dates and times, makes mouse cursor disappear
for a fraction of a second, etc. (Different users react differently).




Biometric
Error Rates
(Benign)

“Fraud rate” vs. “insult rate”
Fraud = system accepts a forgery (false accept)

Insult = system rejects valid user (false reject)

Increasing acceptance threshold increases fraud rate,
decreases insult rate

For biometrics, U.K. banks set target fraud rate of 1%,
insult rate of 0.01% [Ross Anderson]

Common signature recognition systems achieve
equal error rates around 1% - not good enough!




. Biometric passports, fingerprints
Private, but not secret and DNA on objects..

Even random-looking biometrics
may not be sufficiently unique for
authentication

Birthday paradox!

Problems with
Biometrics

Potentially forgeable

Revocation i difficult or impossible




DoD system for biometric identification of
terrorists -- and also Afghan civilians who
worked for the coalition forces

AFGHANISTAN AUTOMATED BIOMETRIC IDENTIFICATION SYSTEM

IDENTIFYING THOSE THAT DO HARM

‘ é The biometric program answers two basic questions, who g

Lt. Col. Cristiano Marchiori - US Air Fc

Summary

Since 2005, the DoD ABIS has made 4.05M biometric matches of non-US citizens using la
in implementing force protection measures; target enemy combatants; identify IED bomY

Forces; and identify known/suspected terrorists attempting to enter our country to do our Na

| @ A3

Massive biometric database of Afghans who
helped US, RAW in Taliban's control now

The Taliban have confirmed that they have access to the database and have mobilised a
special unit, called Al Isha, to hunt down Afghans who helped US and allied forces

FP Staff | August 29, 2021 13:58:37 IST

httos.//www.firstoost.com,/world/massive-biometric-
database-of-persons-who-helped-us-nato-and-raw-in-
taliban-control-now-say-reports-9921807.htrm/




This is the real story
of the Afghan
biometric databases
abandoned to the
Taliban

By capturing 40 pieces of data per person—fromiris
scans and family links to their favorite fruit—a system
meant to cut fraud in the Afghan security forces may

actually aid the Taliban.

Afghan National Police Ol Lo G 5y

Combined Security Transition Command — Afghanistan i (51 Carlal JUEH S jika (laiLa g f -

ANP ID Card Application Form  olad) te puldgy cuygp &S a5

a US-funded database known as APPS, the Afghan Personnel and
Pay System

The data is collected “from the day they enlisted,” says one
individual who worked on the system, and remains in the system
forever, whether or not someone remains actively in service

Our sources say that each profile in APPS holds at least 40 data
fields. These include obvious personal information such as name,
date, and place of birth, as well as a unique ID number that
connects each profile to a biometric profile kept by the Afghan
Ministry of Interior. But it also contains details on the individuals’
military specialty and career trajectory, as well as sensitive
relational data such as the names of their father, uncles, and
grandfathers, as well as the names of the two tribal elders per
recruit who served as quarantors for their enlistment.

https.;/www.technologyreview.com,/2021/08/30/103394 [/afghanist
an-biometric-databases-us-military-40-data-points/




Risks of
Biometrics

man
not found;

person

rints are
tales of

0% with only
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'Fake fingerprint' Chinese woman fools Japan controls

A Chinese woman managed to
enter Japan illegally by having
plastic surgery to alter her
fingerprints, thus fooling
immigration controls, police
claim.

Lin Rong, 27, had previously been
deported from Japan for
overstaying her visa. She was
only discovered when she was All foreigners are fingerprinted when
arrested on separate charges. they arrive in Japan

Tokyo police said she had paid $15,000 (£9,000) to have the surgery
in China.

It is Japan's first case of alleged biometric fraud, but police believe
the practice may be widespread.

Japanese police suspect Chinese brokers of taking huge sums to
modify fingerprints surgically.

Local media reports said Ms Lin had undergone surgery to swap the
fingerprints from her right and left hands.

Skin patches on her thumbs and index fingers were removed and then
re-grafted on to the matching digits of the opposite hand.

SEE ALSO
» Japan ups checks for foreigners
20 Nov 07 | Asia-Pacific

RELATED INTERNET LINKS
» Japanese national police agency
» Japanese immigration bureau

The BBC is not responsible for the content of ex

internet sites

FROM OTHER NEWS SITES

ZDNet UK Speed is of the essence -
hrs ago

-

Guardian.co.uk Overseas students: a
easy target - 5 hrs ago

-

-

Telegraph Immigration officials hande
bonuses despite blunders - 8 hrs ago

-

Asahi.com Chinese woman surgically
altered prints - 15 hrs ago

-

Japan Times Chinese held for altering
fingerprints - 16 hrs ago

About these results

-




Theft
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News Front Page

- ‘i’““’ti Malaysia car thieves steal finger
J ~
' " By Jonathan Kent

Africa ggc News, Kuala Lumpur

Americas
Asia_pacificl Police in Malaysia are hunting for members of a violent

gang who chopped off a car owner's finger to get round

Europe - ) .
Middle East the vehicle's hi-tech security system.
South Asia |
uk The car, a Mercedes S-class, was protected by a fingerprint
Business 'ccognition system.

Health
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Generative Forgery

Srmph(c \m%u.&eai ,CMQ(C %amogqm\u»i 2ln Comrent
target target target
QFC\,Ph!C \QJ\EMO»%Z. /(m,gbg Mmacﬁcﬁvad' Ax){u cenrel
human forgery buman forgery _human forgery
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— generative forgery generative torgery generative forAgfg T

Generated by a computer algorithm
trained on handwriting samples

Ballard, Monrose, [opresti




Involuntary Cloning

Clone a biometric without victim’s knowledge or assistance

‘my voice Is my
passport”

Bad news: it works!

NEVERSsay
NEVERAGAIN

“BABEAMNIGIDUS..
WITH RELENTLESSIACTION!”

cloned retina = 2
Fingerprints from beer bottles

EFye laser scan




Cloning a Finger

o Making an Artificial Finger from@dual Fingerprint>

Materials

A photosensitive

coated Printed Circuit
Board (PCB)
“10K” by Sanhayato Co., Ltd .

ff“fmﬁm \ 320JPY/sheet

Woeo iy

Solid gelatin sheet
“GELATINE LEAF ”

by MARUHA CORP

Yokohama Nat. Univ. Matsumoto Laboratory f ]

Matsumoto




Cloning Process

Residual Fingerprint |

— Digital Microscope
[ .
Enhancing Cyanoacrylate
X Adhesive
Capturing
Image Processing «— yiope Photoshop 6.0
A 4
Fingerprint Image |
1 KEYENCE VH6300: 900k pixels
Printing < Transparent Film
Inkjet Printer
Mask S <
' 4_,— V ligh
Expolsing a Photosensitive
Developing Coated PCB
I
Etching .
Canon BJ-F800: 1200x600dpi
Mold |
TR Yokohama Nat. Univ. Matsumoto Laboratory f  J MatsLmoto




Fingerprint Image

---:

T 5 A Mask with Fingerprint Images

An Enhanced Fingerprint A Fingerprint Image

el Yokohama Nat. Univ. Matsumoto Laboratory i | Matsumoto




Molding

Gelatin Liquid

<o Put this mold into

Drip the liquid a refrigerator to cool,
onto the mold. and then peel carefully.

Matsumoto

Yokohama Nat. Univ. Matsumoto Laboratory




G Yokohama Nat. Univ. Matsumoto Laboratory i @ |

The Mold and the Gummy Finger

Mold: 70JPY/piece Gummy Finger: SO0JPY/piece
(Ten molds can be obtained

in the PCB.)
Matsumoto




The Print and the Clone

Pores can be observed.

Captured Fingerprint Image of
the Gummy Finger
with the device H (a capacitive sensor)

Enhanced Fingerprint

SRR Yokohama Nat. Univ. Matsumoto Laboratory i | Matsumoto




Play-Doh Fingers

o Alternative to gelatin

o Play-Doh fingers fool 90% of fingerprint scanners

o Clarkson University study

o Suggested perspiration measurement to test

"liveness” of the finger

Schuckers




